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Related Standards

XML (Extensible Markup Language)
• a set of rules for encoding documents electronically
•by W3C

ebXML (Electronic Business using XML)
• an open, XML-based infra that enables the global use of electronic 
business information in an interoperable, secure, and consistent manner 
by all trading partners
•by OASIS and UN/CEFACT

XML Signature (XMLDSIG)
• an XML syntax for digital signatures
•by W3C
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Related Standards

WSDL (Web Service Description Language): an XML-based language that 
provides a model for describing Web services.

ebMS (ebXML Messaging Services): an open standard for the secure
exchange of B3B documents using Web service.

SOAP (Simple Object Access Protocol): a protocol specification for 
exchanging structured information in the implementation of Web Services in 
computer networks

MIME (Multipurpose Internet Mail Extensions): an Internet standard that 
extends the format of email into a variety of content types

PKI (Public Key Infrastructure)
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Developments  of KONEPS in 3 Stages

KONEPS (Korea ON-line E-Procurement System)  started in 2001, as one of 
11 e-Government projects of the Special Committee for e-Government

Stage 1: Establishing the Government e-Procurement System (Mar 2002 ~ Dec 2002)

Establishment of public procurement ASP (Application Service Provider) system
Construction of public procurement internet portal
Establishment of procurement support system
Establishment of IT platform & standards for public procurement

Stage 2: : Advancement of customer-oriented services (Sept. 2003 ~ Aug. 2004)

Establishment of Data Ware (DW) System  
Improvements in the e-Procurement service system 
with CRM, Mobile services supporting PDA, Web Call Center etc.
Standardization of the data linkage system based on standardized messaging 

system and Webservices
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Stage 3: Establishment of data linkage system in digital budgeting and accounting 
systems and standardization of operation systems (2005. 12 ~ 2006. 12) 

Linking digital budgeting and accounting systems to KONEPS
Expansion of the application of e-Procurement process
e-Procurement process, formerly applied to goods, construction, and services, now 
expanded to include leases, repairs, maintenance, insurance, real estates, securities 
acquisition, etc.
Advanced system operations 
built ITSM (IT Service Management) system and obtained ISO20000 

Developments  of KONEPS in 3 Stages
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Objects of KONEPS

•Maximize efficiency and transparency in procurement administration 
•Promote private e-Businesses 
•Maximize competitiveness of private companies, and ultimately the 
nation’s overall competitiveness

Objects of KONEPS

Establishing standardized systems for public procurementEstablishing standardized systems for public procurement
Procurement ASP 

system

ASP for Public  Agent
ASP for Supplier

Procurement portal 
system

Registration of supplier
Single Window for Tendering

Procurement support 
system

E-Guarantee
Sharing Government Information
Sharing Association Information 

IT Platform & Standards
Catalog, ebXML, ITSM, e-Document, Reg/Rep, ebMS, PKI etc.  
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Standardization of KONEPS

e-Document exchange system

KONEPS was built on ebXML-based e-Document exchange for the entire procurement procedure
Digital signature : using XMLDSIG by digital certificate
Encryption : based on PKI
Document Library : CCTS (Core Components Technical Specification) by UN/CEFACT
Webservices : WSDL (Web Service Description Language), UDDI (Universal Description Discovery 
and Integration)    
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Standardization of KONEPS

e-Catalog Information system

Standardization of the classification system for product items
Based on UNSPSC (United Nations Standard Products and Services Code )
Over 1Million catalogs and 20,000 classifications
Used for e-Commerce and goods management 
Being used by central governments, local governments, educational institutions etc.

Standardized Information Technology System Management 

Outsourcing system, including the Service Level Agreement (SLA), was introduced in 2005
In 2005, BS15000 was obtained from the British Standards Institution (BSI)
* Whole service operation organization was based on the IT Infrastructure Library (ITIL) methodology

ISO20000 was obtained in 2006. 3
In Dec. 2006, IT Service Management system (ITSM) was built
integrates the two application areas of ITIL (Service Support and Service Delivery)
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Standardization of KONEPS 
(e-Document exchange system)

XML Schema1.0

SecuritySecurity

PKCS

XMLENC

XMLDSIG

MessagingMessaging

SOAP with Attachment

SOAP 1.1

ebMS 2.O

ee--DocumentDocument

CCTS

XPATH 1.0 XSLT 1.0

Information Service SupplyInformation Service Supply

UDDI 3.0.1

WSDL 2.O

ProtocolProtocol(HTTP)(HTTP)

XML 1.0

Registry & Repository
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Developing e-Document

System integration &System integration &
Component reuseComponent reuse

The Objective of Establishing 
standardized 

e-Document system

Cost reduction through  
reusable e-Document

Cost reduction through  
reusable e-Document

Establishing a foundation 
for vitalizing e-commerce

Establishing a foundation 
for vitalizing e-commerce Ensuring reciprocity of 

each information system

Ensuring reciprocity of 
each information system

Developing 
methodology 
for e-DOC

Developing 
methodology 
for e-DOC

Library  
composition 
system based 
on component

Library  
composition 
system based 
on component

Plan to reuse 
components

Plan to reuse 
components

e-Document 
developing 
procedure

e-Document 
developing 
procedure

Standardization of KONEPS (e-Document)
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Establishing 
Standardization 

System

Analyzing
Business process

• Analysis on Business Process and user requests
• Analysis on procurement related laws
• Decide will be developed e-Documents

• Development methodology for e-DOC
• Establishing XML Schema composition 
• Establishing Assembly Rule

• Composition of Core Components (CCT, BCC, ACC )
• Composition of BIE based on BCC and ACC
• Composition of CC catalog and BIE catalog
• Standardization of Codes 
• Composition of Library based on Component

Library composition

• Analysis on Document items using Work Sheet
• Development of Schema and XML Instance according to W3C
• User interface design and XSL development using XML Instance

Developing
e-Documents

e-Documents Development by Stage

Standardization of KONEPS (e-Document)
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Type of business Number of 
documents

Number  of transactions
(millions)

Bidding documents 24 22.5
Contracts 45 4.5
Purchasing request 33 1.6
Guarantee 10 0.8
Payment 37 5.0
Connected documents    with 
outer system 39 0.4

General doc., etc. 98 15.3
Total 243 50.1

In General doc., 501 thousand administrative information such as 
national/local tax payment certificates were electronically transferred in e-
Documents in 2008

Number of e-documents used in transactions

Standardization of KONEPS (e-Document)
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Standardization of KONEPS (messaging system)

Domestic

Construction

Foreign Goods

Centralized

ebXML TRP

Messaging Doc

Messaging 
System

KONEPS SYSTEMKONEPS SYSTEM

Guaranty systemGuaranty system

Send Guaranty

Send/Receiv
e XML

Internet/H
TTP

Construction Contract 

Goods

Services

G2B Agency ASP

Construction

Goods

Services

G2B Supplier ASP 

Tendering systemTendering system

Association Association 
systemsystem

Status of 
Company 

Send XML

XML Document based on ebXML CC

XML Messaging based on ebXML TRP

DB 
Connection

ebXML File

Procurement 
Agency

Receive 
Guaranty

Internet/
HTTP

Send Invitation 
information

Send/Receiv
e XML

Receive Supplier 
information

Based on ebXML
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REMOTE SYSTEMREMOTE SYSTEM

Remote individual systemRemote individual system

Packaging module

Security 
processing module

Header processing 
module

Schema validation 
check module

APP execute 
module

XMLtoDB

DBtoXML

XML Doc store

XML Doc creation Receivin XML storage

Sending XML storage

호출

XML

Error handling

Logging module 
(file)

Error log module

Logging module

XML Doc

11

호출

KONEPS CONNECTION SYSTEMKONEPS CONNECTION SYSTEM

WebserviceWebservice systemsystem

APP execute 
module

Schema validation 
check module

User check module

Security 
processing module

Header processing 
module

Packaging module

Communication 
processing

Services

Webservice log

Service log

Service binding

Service link

Logging file directory

Error handling

Logging module 
(file)

Error log module

Supplier Info

Integrated 
contract Info

77
Packaging

88
Header 
processing

99 Security

1010 User check

1111
Schema 
validation 
check

1212
Document 
receiving

33
Header 
processing

44
Security 
processing

22
Schema 
validation 
check

55 Packaging

Interface systemInterface system Messaging systemMessaging system

Monitoring module

Communication 
processing

감시

call

11’’

66
Document 
transfer

1313 processing

Based on Webservices

Standardization of KONEPS (messaging system)
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① Store XML Documents, generated from remote individual systems, to directory.
② Schema validation check 
③ SOAP Header generation
④ Encryption and e-Signature procession
⑤ MIME document generation
⑥ Document sending
⑦ MIME document parsing
⑧ SOAP parsing
⑨ Decryption and e-Signature authentication
⑩ User and authority check
⑪ Schema validation check 
⑫⑬ Receiving and Parsing

Based on Webservices

Standardization of KONEPS (messaging system)
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Sender Creation of 
e-Document

XML Digital 
signature

& Encryption SOAP creation
and 

Digital signature

Package creation 
and transmission

Packing Message creation

SOAP Message

Relay 
Document

Receiver
Receive 

Document
And

Analysis

SOAP Analysis
and 

Signature 
Validation

XML
Decryption

Packing message analysis

Attachment
Signature & encryption

Attachment
Decryption

Process of Message Creation and Transmission

Standardization of KONEPS (messaging system)
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<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2000/CR-xml-c14n-20001026"/>

<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

<ds:Reference URI="">

<Transforms>

<Transform Algorithm="http://www.w3.org/TR/1999/REC-xpath-19991116">

<XPath xmlns:dsig="http://www.w3.org/2000/09/xmldsig#">

not(ancestor-or-self::eb:TraceHeaderList or ancestor-or-self::eb:Via)

</XPath>

</Transform>

</Transforms>

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds:DigestValue>...</ds:DigestValue>

</ds:Reference>

<ds:Reference URI="cid://blahblahblah/">

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

<ds:DigestValue>...</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>...</ds:SignatureValue>

<ds:KeyInfo>

……

</ds:KeyInfo>

</ds:Signature>

Signature infomation
Canonicalization Rule
Signature Algorithm

Attachment information 

Signature value
Signature creation key information

Attachment information

Transmission Rule

MD Algorithm
MD Value

Standardization of KONEPS (messaging system)

Structure of e-Document
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Government

PKI
Accredited  

CA Security
Company

Application Service organizations or companies

USER

Solution

Laws, Policies

Certification

Service

E-procurement,
Internet Banking,
E-leaning, etc

Process Map for Certification

Standardization of KONEPS (digital certificate)
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Version:                             2 (X.509v3-1996)

SubjectName:                   CN=John Doe, OU=Registered Organization, OU=Licensed CA, 

O=KICA , C=KR

IssuerName:                      CN=signGATE CA, OU=licensedCA, O=KICA, C=KR

SerialNumber:                   101 (decimal)

Validity  - NotBefore:      Tue Jan 1 00:00:00 2001

NotAfter:        Tue Dec 31 23:59:59 2001

SubjectKey:                       Algorithm RSA (OID 1.2.840.113549.1.1.1), NULL

Public modulus (no. of bits = 1024):
0  98A45731 D67EF810  79BC1875 9141180D

10  6225FD20 FA7219EE  CCCB3084 3D0E53FD
20  29A58158 A8582A6D  221F652F 7028BEED
30  72324030 98C00534  5573AD5A 9D377E1C
40  1AA0B5B2 EA334CEF  198B1DD3 60BBCC71
50  4AC98312 8798CB28  B9AC5F3D 663BCF4A
60  1BB8E699 DE9AC312  5DDDBDB2 931DA2FE
70  8262C227 7705C6DA  9CDCAA6E 877BA19D

Public exponent (no. of bits = 24):

0  010001          

X.509 Version number

An owner of certificate

Issuer Organization

Serial number

Validity period 

Public Key

Certificate structure based on X.509

Standardization of KONEPS (digital certificate)
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Certificate extensions:

Authority Key Identifier:   11BE C9DA DC70 1967 5350 E75A 5D15 F165 913B EA3C

Subject Key Identifier:       0AFA E307 E7DF BD02 A95B E518 C7FD 2017 6CCD 50F3

Key Usage: (CRITICAL)   digitalSignature  nonRepudiation keyCertSign cRLSign 

Certificate Policy:               PolicyIdentifier=1.2.410.200004.5.2.1.1

Subject alternative names:RFC822: kildong@signgate.com

Subject alternative names:Directory Name:CN=John Doe

Subject alternative names:Other Name:<Identification Information>

Basic Constraints:              End Entity

Signature:                      Algorithm sha1WithRsaEncryption
0  4128854E 35DAB486  205178B7 E006FBE5

10  E0334A55 FCC84280  B67AE0DB C8052A46
20  7C788CD4 C4FAA1BE  18344ECF 2D47A209
30  3FAC3E13 04FF5BD9  B5DD099A 9B9EB646
40  DC5DC8FB 2C171A5C  7A305EFA 6DF64AF5
50  F8999ECA F7E02ABF  12B06FBB 23841A7F
60  32D5DA8B 763F0C68  D8D57CA5 7FBFECFE
70  B75F94EA 028B57D4  7ADA50D0 5574F44F 

Extension Area

Key Identifier

Key Usage

An Owner Name

Basic Constraints

Signature value

Certificate Policy

Certificate structure based on X.509

Standardization of KONEPS (digital certificate)



Korea ON-line
E-Procurement System

Public Procurement Service

Registration Authority Server는 보안상의 이유 또는 물리적 통신망의 격리로 인해 사용자가 인증기관

(Certificate Authority)의 인증서버(Certificate Server)에 직접 접속할 수 없는 경우 사용자의 요청
사항을 인증서버 대신 접수하여 이를 대행 처리해주는 역할을 담당하는 제품입니다. 이러한 기본 기능

이외에 본제품은 RA(Registration Authority) 및 NA(Naming Authority)의 기능을 제공함으로써, 사용

자의 등록 및 고유명 부여등의 업무를 지원합니다.
Web Toolkit은 인트라넷 환경에서의 보안을 위한 제품으로써, 웹브라우저와 웹서버간의 메시지 보안을

위해 사용됩니다. SSL 을 이용한 보안은 한 세션내의 모든 정보가 암호화되어 송수신되므로 불필요한 부

하가 발생하게 되며, 키길이의 제한으로 인해 향후 국내 환경에는 적용되기 어렵습니다. 이에 비해, 본제
품은 PrimeSecure Client 및 Server Toolkit과 동일한 기능을 제공하면서 Web Application 개발자들이 쉽

게 사용할 수 있도록 플러그인 또는 액티브X 형태의 클라이언트용 Toolkit과 웹서버상의 CGI 개발시 사용

될 수 있는 서버용 Toolkit으로 구성되어 있으므로 인트라넷 보안에 가장 적합한 제품입니다.

Document
Encrypted Documentsymmetricalsymmetrical encryption

Secret Key creationSecret Key creation

NonNon-- symmetricalsymmetrical
encryption

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Public Key of Receiver

Encrypted secret Key

MIISKAIBAAKCBAEAiQ2f1X6Bte1DKD0OoCBKEikzPW+5w3oXk3WwnE97Wxzy6wJZ
ebbZC3CZKKBnJeBMrysPf+lK+9+fP6Vm8bp1wvbcSIA59BDrX6irFSuM/bdnkbuF
MFlDjt+uVrxwoyqfPi2IPot1HQg3l5mdyBqcTWvbOnU2L9HZxJfPUCjfzdTMPrMY
46C6SaWI0TD9B11nJbHGTYN3Si9n0EBgoDJEXUKeh3km9O47dgvkSug4WzhYsvrE
rMlMLtKfp2w8HlMZpsUlToNCx6CI+tJrohzcs3BAVAbjFAXRKWGijB1rxwyDdHPv
I+/wJTNaRNPQ1M0SwtEL/zJd21y3KSPn4eL+GP3efhlDSjtlDvZqkdAUsU8=

Receiver’s Certificate 

NonNon-- symmetricalsymmetrical
decryption

Registration Authority Server는 보안상의 이유 또는 물리적 통신망의 격리로 인해 사용자가 인증기관
(Certificate Authority)의 인증서버(Certificate Server)에 직접 접속할 수 없는 경우 사용자의 요청

사항을 인증서버 대신 접수하여 이를 대행 처리해주는 역할을 담당하는 제품입니다. 이러한 기본 기능

이외에 본제품은 RA(Registration Authority) 및 NA(Naming Authority)의 기능을 제공함으로써, 사용
자의 등록 및 고유명 부여등의 업무를 지원합니다.

Web Toolkit은 인트라넷 환경에서의 보안을 위한 제품으로써, 웹브라우저와 웹서버간의 메시지 보안을

위해 사용됩니다. SSL 을 이용한 보안은 한 세션내의 모든 정보가 암호화되어 송수신되므로 불필요한 부
하가 발생하게 되며, 키길이의 제한으로 인해 향후 국내 환경에는 적용되기 어렵습니다. 이에 비해, 본제

품은 PrimeSecure Client 및 Server Toolkit과 동일한 기능을 제공하면서 Web Application 개발자들이 쉽

게 사용할 수 있도록 플러그인 또는 액티브X 형태의 클라이언트용 Toolkit과 웹서버상의 CGI 개발시 사용

될 수 있는 서버용 Toolkit으로 구성되어 있으므로 인트라넷 보안에 가장 적합한 제품입니다.

Decrypted Document

symmetricalsymmetrical decryption

Decrypted Secret Key

-----BEGIN PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,C5B6C7CC9E1FE2C0
-----END PRIVATE KEY-----

Encrypted Document

Encrypted secret Key

Private Key of Receiver

E
ncryption

D
ecryption

Standardization of KONEPS (encryption)

Process of  Encryption based on PKI
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