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» XML (Extensible Markup Language)
» a set of rules for encoding documents electronically
by W3C
»ebXML (Electronic Business using XML)
 an open, XML-based infra that enables the global use of electronic
business information in an interoperable, secure, and consistent manner
by all trading partners
by OASIS and UN/CEFACT
» XML Signature (XMLDSIG)
» an XML syntax for digital signatures
by W3C
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»WSDL (Web Service Description Language): an XML-based language that
provides a model for describing Web services.

»ebMS (ebXML Messaging Services): an open standard for the secure
exchange of B3B documents using Web service.

»SOAP (Simple Object Access Protocol): a protocol specification for
exchanging structured information in the implementation of Web Services in
computer networks

»MIME (Multipurpose Internet Mail Extensions): an Internet standard that
extends the format of email into a variety of content types

»PKI (Public Key Infrastructure)

@"’ Public Procurement Service
g



~ .
~ E-Procurement System

KONEPS (Korea ON-line E-Procurement System) started in 2001, as one of
11 e-Government projects of the Special Committee for e-Government

© Stage 1: Establishing the Government e-Procurement System (Mar 2002 ~ Dec 2002)

» Establishment of public procurement ASP (Application Service Provider) system
» Construction of public procurement internet portal

» Establishment of procurement support system

» Establishment of IT platform & standards for public procurement

© Stage 2: : Advancement of customer-oriented services (Sept. 2003 ~ Aug. 2004)

» Establishment of Data Ware (DW) System
» Improvements in the e-Procurement service system
with CRM, Mobile services supporting PDA, Web Call Center etc.
» Standardization of the data linkage system based on standardized messaging
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© Stage 3: Establishment of data linkage system in digital budgeting and accounting
systems and standardization of operation systems (2005. 12 ~ 2006. 12)

» Linking digital budgeting and accounting systems to KONEPS

» Expansion of the application of e-Procurement process
e-Procurement process, formerly applied to goods, construction, and services, now
expanded to include leases, repairs, maintenance, insurance, real estates, securities
acquisition, etc.

» Advanced system operations
built ITSM (IT Service Management) system and obtained 1SO20000
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© Objects of KONEPS

*Maximize efficiency and transparency in procurement administration
*Promote private e-Businesses

*Maximize competitiveness of private companies, and ultimately the
nation’s overall competitiveness

N —

Establishing systems for public procurement
Procurement ASP Procurement portal Procurement support
SyStem SyStem SyStem
ASP for Public Agent ) . . E-Guarantee
ASP for Supplier N Sharing Government Information

Single Window for Tendering

Sharing Association Information

IT Platform & Standards
Catalog, ebXML, ITSM, e-Document, Reg/Rep, ebMS, PKI etc.
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~— E-Procurement System

(©  e-Document exchange system

» KONEPS was built on ebXML-based e-Document exchange for the entire procurement procedure

» Digital signature : using XMLDSIG by digital certificate

» Encryption : based on PKI

» Document Library : CCTS (Core Components Technical Specification) by UN/CEFACT

» Webservices : WSDL (Web Service Description Language), UDDI (Universal Description Discovery
and Integration)
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© e-Catalog Information system

» Standardization of the classification system for product items
» Based on UNSPSC (United Nations Standard Products and Services Code )
» Over 1Million catalogs and 20,000 classifications
» Used for e-Commerce and goods management
Being used by central governments, local governments, educational institutions etc.

@ Standardized Information Technology System Management

» Outsourcing system, including the Service Level Agreement (SLA), was introduced in 2005
» In 2005, BS15000 was obtained from the British Standards Institution (BSlI)

* Whole service operation organization was based on the IT Infrastructure Library (ITIL) methodology
» 1S020000 was obtained in 2006. 3
> In Dec. 2006, IT Service Management system (ITSM) was built

integrates the two application areas of ITIL (Service Support and Service Delivery)
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The Objective of Establishing

Establishing a foundation
for vitalizing e-commerce

standardized
e-Document system

Cost reduction through
reusable e-Document

Ensuring reciprocity of
each information syste

Ly pE——— System integration & ,_.-)
Component reuse
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Developing L|brary_ . e-Document
composition Plan to reuse .
methodology system based components developing
for e-DOC y P procedure
on component

Developing e-Document l

(g
H "“.f Public Procurement Service
\ﬁ £l
\i‘_’__ar__yx



Standardization of KONEPS (e-pocument) KONEPs Korea ON-line
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(©) e-Documents Development by Stage

Analyzing e Analysis on Business Process and user requests
—Business process _
e Analysis on procurement related laws
e Decide will be developed e-Documents )
Establishing e Development methodology for e-DOC

Standardization . .
— System———— | e Establishing XML Schema composition

e Establishing Assembly Rule

e Composition of Core Components (CCT, BCC, ACC)
Library composition e Composition of BIE based on BCC and ACC
—~ """ | e Composition of CC catalog and BIE catalog

e Standardization of Codes

e Composition of Library based on Component )

\eﬁg{f&%?s/ e Analysis on Document items using Work Sheet

e Development of Schema and XML Instance according to W3C
e User interface design and XSL development using XML Instance
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Standardization of KONEPS (e-pocument)

(©)  Number of e-documents used in transactions

lf- -
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: Number of Number of transactions
Type of business o
documents (millions)

Bidding documents 24 22.5
Contracts 45 4.5
Purchasing request 33 1.6
Guarantee 10 0.8
Payment 37 5.0
Connected documents with 39 0.4
outer system
General doc., etc. 08 15.3

» In General doc., 501 thousand administrative information such as
national/local tax payment certificates were electronically transferred in e-

Documents in 2008
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Standardization of KONEPS (messaging system)
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Based on Webservices

REMOTE SYSTEM

Interface system

APP execute
module

Logging module

DBtoXML

XMLtoDB

BB §m

Messaging system

Communication
processing

Monitoring module

Schema validation
check module

Header processing
module

Security
processing module

Packaging module

Error log module

Logging module
(file)

Error handling

ﬁ XML Doc creation

ﬁ XML Doc store

\ /J Receivin XML stora

\

XML

1

/J Sending XML storad

Remote individual system

Schema
validation
check

Header

Document
transfer

processing

Security

processing

Packaging

KONEPS CONNECTION SYSTEM

Webservice system

receiving

Service log

Communication
processing

Packaging module

Header processing
module

Security
processing module

User check module

Schema validation
check module

APP execute
module

Integrated
contract Info

Supplier Info

ﬁ Error log module

Logging module
(file)

.
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Logging file directory‘}
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Based on Webservices

(D Store XML Documents, generated from remote individual systems, to directory.
(2 Schema validation check

(3 SOAP Header generation

(@) Encryption and e-Signature procession

(® MIME document generation

(6 Document sending

(@ MIME document parsing

SOAP parsing

(9 Decryption and e-Signature authentication
User and authority check

() Schema validation check

1233 Receiving and Parsing
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Process of Message Creation and Transmission

- | Creation of

XML Digital

A\ 4

signature
& Encryption

SOAP creation

. Package creation

and
Digital signature

“land transmission

Packing message analysis

Sender " e-Document
Attachment >
Signature & encryptipn
Packing Message creation
SOAP Message
i _ ~ XML R
Receive SOAP Analysis > Decryption > -
Relay Document > _ and Receiver
Document And Signature
Analysis Validation »  Attachment >
Decryption
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Structure of e-Document

<ds:Signature xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>

‘<ds:Canonica|izationMethod Algorithm="http://www.w3.org/TR/2000/CR-xm|-c14n-20001026" />

< Signature infomation |
‘<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />

<_Canonicalization Rule |

<ds:Reference URI="">

<Transforms>

<Transform Algorithm="http://www.w3.org/TR/1999/REC-xpath-19991116">

Transmission Rule
<XPath xmlIns:dsig="http://www.w3.0rg/2000/09/xmldsig#">

not(ancestor-or-self::eb:TraceHeaderList or ancestor-or-self::eb:Via)
</XPath>
</Transform>
</Transforms>

‘ <ds:DigestMethod Algorithm="http://ww.w3.0rg/2000/09/xm|dsig#shat"/

> <
‘ <ds:DigestValue>...</ds:DigestValue>
</ds:Reference>

MD Algorithm |
<ds:Reference URI="cid://blahblahblah/">

<ds:DigestMethod Algorithm="http://www.w3.0org/2000/09/xm|dsig#rsa-shal"/
<ds:DigestValue>...</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>

‘ <ds:SignatureValue>...</ds:SignatureValue> < Signature value |
<ds:KeylInfo> < signature creation key information
</ds:KeyInfo>

</ds:Signature>
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(©) Process Map for Certification

Government
Laws, P*)Iicies
g .. S
TN Certification QS:;QO Solution
Accredited
CA PKI Security
| Service Company

g o 4 E-procurement,
é P Internet Banking,

E-leaning, etc

Application Service organizations or companies

T
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Certificate structure based on X.509

X.509 Version number »Version: 2 (X.509v3-1996)
An owner of certificate »SubjectName: CN=John Doe, OU=Registered Organization, OU=Licensed CA,
Issuer Organization > O=KICA ,f C=KR
Serial number » IssuerName: CN=signGATE CA, OU=licensedCA, O=KICA, C=KR
Validity period » SerialNumber: 101 (decimal)
Validity - NotBefore:  Tue Jan 1 00:00:00 2001
Public Key 77 7 "NotAfter: ~ TueDec3123:59:592000 |

SubjectKey: Algorithm RSA (OID 1.2.840.113549.1.1.1), NULL

I

I

| Public modulus (no. of bits = 1024):

| 0 98A45731 D67EF810 79BC1875 9141180D

| 10 6225FD20 FA7219EE CCCB3084 3DOES3FD

I 20 29A58158 A8582A6D 221F652F 7028BEED

I 30 72324030 98C00534 5573AD5A 9D377E1C

I 40 1AA0B5B2 EA334CEF 198B1DD3 60BBCC71

I 50 4AC98312 8798CB28 B9ACS5F3D 663BCF4A
60 1BB8E699 DES9AC312 5DDDBDB2 931DA2FE

: 70 8262C227 7705C6DA 9CDCAAGE 877BA19D

I Public exponent (no. of bits = 24): I
0 010001

i,
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Certificate structure based on X.509

Extension Area »Certificate extensions:
r Authority Key Identifier: 11BE C9DA DC70 1967 5350 E75A 5D15 F165 913B EA3C
L Subject Key ldentifier: 0AFA E307 E7DF BD02 A95B E518 C7FD 2017 6CCD 50F3

Key ldentifier

v

Key Usage: (CRITICAL) digitalSignature nonRepudiation keyCertSign cRLSign
Certificate Policy: Policyldentifier=1.2.410.200004.5.2.1.1

Key Usage

v

Certificate Policy

r Subject alternative names:RFC822: kildong@signgate.com

An Owner Name
Subject alternative names:Directory Name:CN=John Doe
L Subject alternative names:Other Name:<Identification Information>
Basic Constraints > Basic Constraints: End Entity
Signaturevalue |-f-Signairer  Algorithm shalWithRsaEneryption

0 4128854E 35DAB486 205178B7 EOO6FBES

10 E0334A55 FCCB84280 B67AEODB C8052A46
20 7C788CD4 CAFAALBE 18344ECF 2D47A209
30 3FAC3E13 04FF5BD9 B5DD099A 9BO9EB646
40 DC5DCS8FB 2C171A5C 7A305EFA 6DF64AF5
50 F8999ECA F7E02ABF 12B0O6FBB 23841A7F
60 32D5DA8B 763F0C68 D8D57CAS 7TFBFECFE
70 B75F94EA 028B57D4 7ADAS0D0 5574F44F
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Process of Encryption based on PKI

» symmetrical encryption [Encrytted Documept
rrl A
C:7 Document
- Secret Key creation (%
% v Encrypted secret Key
=, :
o eceiver’s Certificate |  Non- symmetrical -
> encryption
Public Key of Receiver
O
m - -
2 Private Key of Receiver |
< Non- symmetrical B
-2- decryption Encrypted secret Key
8 Decrypted Document Decrypted Secret Key
. . L Encrypted Document
symmetrical decryption [*
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